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Keeping your network safe - an offer from . :
Northumbria Police . vﬂ,ne,abﬁ,“{

Assessmen

A5 you will be aware, organisations such as schools are 31 a heighianec
risk of experiencing 2 cyber securty incident duting the COVID- 19
authreak. .

hipsdwww nesc gov sk/newsisecurte-anencien. issue-covid-19-cvher-
threat-update

Bltpwww digitaliournal comytech-and-science/technoingy/thiwarns et Mt
schools-of-cyberthreats-during-covid-19-crigis/ariicies 570465

We have recetved the foliowmg information from z rol
staffin school are aware of this valuable CppUriEnay 1o underta
belp ensure your network (s safe and secure

‘w@terstons

‘Businiess & IT Constiltancy
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Afternpon,

Jam a member of the North Fast Regional Cyber Crime Ung, part of & (e with a prmary otyective of

grgaging wilth businesses, orgamsalions and communities (o pro yidhe g dvice and guidanse

the ehances of becormieg a victirn of commion cyber altacks

@
Py

@ frpar?

During this unprecedeniod trme, whes we arg all busy dealing with the dornands of Cowd- 19 the I

thing anyone wanls s o becomme 8 wotin of cybercome, Afthough The miosl CORTTON way for
cririnals to attack s by sending malicious emais 1o try and get peapls i olick on & link o dowsipag

an altachrment, there are those that will still try and lake a

I

mdustry recogrmsed software, they wifl scan public facimg IF addresses an Dok for a0y Wesknosses

ar vuinerabiities that could be explosted by the bad guyve

This may be rmore refevant than ever with changes [0 pelwerks [0 aliow 7or an gror inoreased Workeg
froms fome. The Vunerabifity Assessment s depe vemolely, so there is o nged far anyone (o be i 1he
office or for anyone (o attend your pranyises. The sean should not alfec: any systens andd can be done

gt any tine

g

¢

Afthough you may conduct yolr own vidnerability assessrment, thig service is afsa gvalable (o allvour
third party agences and sugppliers based in the North East that, i aFectad, could giso affect your
sysiems and operation, Please provide them with this informalion

To arrange for @ Vuinerabiiy Assessment o to fnd out furtier informalion, pied
eyberyolunteersipnorthumbria. pog, police uk

i you have any Questions or gueries, iy contadd detalls arg below:
Kindest regards

Jonathan Greern

Fegional Cyber Protect Officer

North East Regional Special Operations Unit
Mob No: 07970 845103

Tof Nop: 0197 375 2817

ipnathan. green@durhsm, prnn. pofice. uk
Twitter {@nercou
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Simpsly put we wart 1o have fewer victires
of arime, ail too often we see businesses
falf victim to uniargeted attacks were

the rriminals have found o well-ingwn
wulnerability which can be easily exploited.
Criminals are constantly using software o
scan the internet looking for easy targets,
e.g wnerable and out of date systems.
By offering this service we hope to find
some of these valnerabilities before they
do, 5o you can ke the appropriate
action to defend your network.

his service?
Northumbiria Police have recruited sialied
volunteers who have the aptitude, skif
sat and appropriate training to undertake
PMatwork Volnerability Assessmaents,

The wolunteers, will work slongside
Waterstons, an 1T and business consultancy
biased here i the Noeth East, to prodhuce

a vulnerability repors, highlighting potential
weaknesses in your nternet fackng sysiems
and intrastruciure. A vohirieers have
undlertaken a selection and vetling process,
thay will Ba warking out of police premises
aned wilt handle your vulnerabsility report

in confidence.

Who can apply

AL P9
10 Morth East busmesses SFr,
- oy the Durharm, Claveland and
1a Police areas.

By providing snme technical information
1o the volunteers, this ossessmeant can ba
conducted, remately - meaning nebody
nizeds 10 be physically cresent on your
business premises and the assessment
Laf oot At ary tine ol the day.
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You can reduce the chances of your

busingss bocnming a victim of comman
untaryeted cybeeattacks. it can help

you work towands accreditations ke
Cyber Esserdials and HO2ZF007 which
demonstrate your prgznisshon is taking
cyber security serioushy, and you're taking
steps tor preect the data you hold,

The vul.né%abz!ﬁy assessment offered uses

an incustry recognised software package.
Trs mbatairs sch @ scan Porm e pobete
sactor couldd incur 2 cost. This s not &
prenetraEtion st bul @ Dasic assessiment
of a limited scope of sustems {Le. internet
facing systoms e frovalls, mal sereers,
i, H0t yser workstations o inderrigl
systeimns] — 1t doesn't gve prosection
ayaEnst Cormpies of persistent allacks,
bt dhos give an overvew of the network
sty wsk nesues that conief e
explotted by criminals on the emet

Important action if your school becomes infected by malware

i vou believe your school may nave beep infectied with malware, these

of the infection.

1. immediaiely disconnect the infecied computers
whether wired, wireless or mobile phone based,

sieps may help it the impact

lapiops or tebiets from sl network connections,

2. Consider whether turning off vour Wi-Fi and disabling eny core network conneetions (including

switches) might be necessary in g very serious case

% Seel technical support immediaiely Trom the MNCC helpdesk (01670

email 1o tsecurity@northumberland gov uk

Northu

A

Q aetungion MEST BRX, UK

G 5270043, and by sending an

mberland ICT and eLearning Team

AT

] TR
€ <Fhnorthumiberland sa
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